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RVKS/ 1. BACKGROUND. THI'S I NTERIM GUI DANCE | S THE RESULT OF THE 27
SEP 02 DON Cl O HOSTED MEETI NG TO ADDRESS REMOTE ACCESS TO ENTERPRI SE
E- MVAI L FROM PERSONALLY OMNED AND OTHER NON- DOD COVPUTERS.  FI NAL

PCOLI CY WLL BE PROMULGATED VI A SECNAVI NST. DON Cl O W LL ADDRESS
REMOTE ACCESS TO LARGE DON APPLI CATION SITES (E. G TASK FORCE EXCEL)

BY SEPCOR. TH S I NTERI M GUI DANCE | S EFFECTI VE | MVEDI ATELY.

2. POLICY: COWANDI NG OFFI CERS SHALL AUTHORI ZE REMOTE ACCESS TO
UNCLASSI FI ED E- MAI L USI NG PERSONALLY OMNED AND OTHER NON- DCD
COVPUTERS TO PERSONNEL W TH A VERI FI ABLE NEED. PERSONNEL MJST
COVPLY W TH APPROVED PROCEDURES AND COVPUTER CONFI GURATI ON
REQUI REMENTS.

A, REQUESTI NG PERSONNEL SHALL:

(1) SUBMT A REQUEST TO THEI R COMVANDI NG OFFI CER FOR EACH



COVPUTER EXPECTED TO ACCESS A DON UNCLASSI FI ED E- MAI L SYSTEM  EACH
REQUEST SHALL | NDI CATE A VALI D REQUI REMENT. CONVENI ENCE ALONE | S
NOT A VALI D REQUI REMENT.

(2) SIGN A STATEMENT ACCEPTI NG RESPONSI BI LI TY FOR EACH
APPROVED ACCESS.

(3) OBTAIN A DOD PUBLI C KEY | NFRASTRUCTURE (PKI) | DENTITY
CERTI FI CATE, FOR AUTHENTI CATI ON PURPGCSES.

(4) HANDLE, STORE, MAI NTAIN AND DESTROY ALL UNCLASSI FI ED
I NFORVATI ON | N ACCORDANCE W TH DOD AND DON PQLI CI ES.

(5) | MVEDI ATELY NOTI FY THEI R COMWAND OF ANY | NFORVATI ON LGSS,
THEFT OR SUSPI Cl QUS BEHAVI OR OF THEI R SYSTEM'S) .

(6) PROTECT THE CONFI DENTI ALI TY, | NTEGRI TY AND AVAI LABI LI TY
OF DON E- MAI L SYSTEMS AND | NFOCRVATI ON AT ALL TI MES.

(7) COWPLETE ALL REQUI RED TRAI NI NG

(8) I NSTALL, CONFI GURE, MAI NTAI N AND UPDATE REQUI RED SECURI TY
SOFTWARE, HARDWARE, PKI CERTI FI CATES AND CURRENT ANTI - VI RUS FI LES BY
UPDATI NG THEM AT LEAST WEEKLY OR WHEN PROVPTED.

(9) NOT USE PUBLI C ACCESS COWPUTERS, SUCH AS THOSE I N COLLEGE
COVPUTER LABS, PUBLIC KI OSKS, LIBRARIES, ETC. TO ACCESS DON CR DOD

UNCLASSI FI ED E- MAI L ACCOUNTS.

(10) AT THE COWPLETI ON OF A SESSI ON:
(A) | F CONNECTED BY DI AL- UP MODEM OR DSL:
(1) CLOSE ALL DON E-MAIL FILES;
(2) CLEAR THE WEB BROWSER S CACHE;
(3) EXIT AND CLOSE THE BROWSER

(B) | F CONNECTED BY CABLE MODEM



(1) CLOSE ALL DON E-NMAIL FILES

(2) CLEAR THE WEB BROWBER S CACHE

(3) EXIT AND CLOSE THE BROASER

(4) | MVEDI ATELY TURN OFF THE COVPUTER. " SLEEP' AND
" STANDBY" MODES ARE NOT ACCEPTABLE.

(11) USE A DOD PKI SOFTWARE CERTI FI CATE FOR AUTHENTI CATI ON TO
REMOTE ACCESS SERVI CES AND SHALL TRANSI TI ON TO HARDWARE CERTI FI CATES
WHEN REQUI RED.

(12) I NSTALL AND USE APPROVED ANTI - VI RUS PROTECTI ON AND PERSONAL
FI REWALL SOFTWARE. APPROVED SOFTWARE | S AVAI LABLE TO ALL DCD
EMPLOYEES AT NO COST FROM THE DEFENSE | NFORVATI ON SYSTEMS AGENCY
(DI SA) VEBSI TE AT HTTP: / WAV DI SA. M L/ | NFOSEC/ | AWEB/ DEFAULT. HTM.,
UNDER THE DOD ENTERPRI SE LI CENSE. ADDI TI ONAL APPROVED PRODUCTS NAY

BE FOUND ON THE NATI ONAL | NFORMATI ON ASSURANCE PARTNERSHI P (NI AP)

VALI DATED PRCODUCTS LI ST AT
HTTP: / NI AP. NI ST. GOV/ NI AP/ SERVI CES/ VAL| DATED- PRODUCTS. HTM..

(13) ENSURE THAT NO OTHER W RELESS OR LAN CONNECTI ON EXI STS FOR
THE DURATI ON OF THE SESSI ON. ANY OTHER EXI STI NG CONNECTI ONS MUST BE
DI SABLED FOR THE DURATI ON OF THE SESSI ON.

B. COVMVANDI NG COFFI CERS SHALL:

(1) EVALUATE EACH REQUEST FOR VALI DI TY AND APPROVE THOSE
ESSENTI AL FOR M SSI ON ACCOVPLI SHMVENT.

(2) RETAIN ALL SI GNED STATEMENTS UNTI L MEMBER S DEPARTURE.
ELECTRONI C METHODS OF RETENTI ON ARE H GHLY ENCOURAGED (| .E. SCANNED
ELECTRONI C | MAGE, ETC.). DON WLL REVI EWELECTRONI C METHODS OF
DOCUMENT RETENTI ON AND SI GNI NG AND W LL RECOVMEND ALTERNATI VES.

(3) MAINTAIN A CURRENT LI ST OF ALL AUTHORI ZED USERS.



(4) ANNUALLY REVI EW APPROVALS.

(5) DI SABLE ACCESS | MVEDI ATELY UPON MEMBER S DEPARTURE.

(6) ENSURE ALL REMOTE ACCESS TO E-MAIL IS MEDI ATED THROUGH A
MANAGED ACCESS CONTROL PO NT SUCH AS A REMOTE ACCESS SERVER I N A
DE- M LI TARI ZED ZONE (DMZ), AND SHALL ALWAYS USE ENCRYPTI ON TO

PROTECT THE CONFI DENTI ALI TY OF THE SESSI ON.

3. TECHNI CAL ASSI STANCE CAN BE PROVI DED BY SPAWAR PMWN 161 | NFOSEC

TECHNI CAL ASSI STANCE CENTER (1 TAC). TOLL FREE: 1-800-304-4636

DSN: 588-5426/ 4286 COVMM  842-218-5426/4286.//

BT

#0310

NNNN

ACTI ON:
Cl PRI ANO, JCE (SMTP)

LAVO E, MARK ( SMTP)

THURMAN, MARSHA ( SMIP)

OPP, DI CK (SMIP)

MESSAGE CENTER, HELP DESK ( SMIP)
FELDVANN, PEGGY ( SMIP)



